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1.  Purpose

The purpose of this paper is to provide an introduction or "starter set" for reflecting on human rights issues
that arise when bringing together or linking the health records of individuals. In particular, the paper will discuss
the potential role of record linkages in the proposed new United States health information system; specifically, 
how linkage applications  may affect both the rights of individuals to privacy and their rights of access to health
care services.

Four potential types of record linkages will be covered (see Figure 1 below). The primary concern will be
with linkages of health records, such as the computerized enrollment and encounter records proposed to be cre-
ated under the Health Security Act or other health care reform legislation [1].  As the columns of Figure 1 indi-
cate, linkages for both statistical and administrative purposes will be considered. As the rows of Figure 1 imply,
there will be a discussion of record linkage within the health system, e.g., records of individuals may be linked
to records of providers or insurers. The paper will also consider linkages of health care records with records
from other systems, such as vital records or social security, income tax, and welfare program records.

In all, the paper is organized into eight sections:  the present introduction and statement of purpose (Sec-
tion 1); a background section on what is meant by record linkage -- both in general and with respect to
health record systems (Section 2); then there are four short sections, each devoted to a cell in Figure 1 (Sec-
tions 3 to 6); and, finally, a brief overall summary with recommendations (Section 7). The main questions to be
addressed throughout are the extent to which linkages should be permitted, for what purposes, and under what
conditions.  An Afterword has been included (as Section 8) to afford room for a more personal comment.

 
Figure 1. -- Potential Types of Health Record Linkages
(Cell entries reference paper section where topic covered)  

Linkages
Purposes

Administrative Statistical

Within health
record system Section  3 Section  4

With other
Record systems

Section  6 Section  5

   *Reprinted with permission.  See Note at end of paper.
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2.  Background

This section is a  review of automated record linkage techniques, the nature of record linkage errors, and
some overall system concerns in a world where multiple opportunities exist to carry out record linkages.

2.1  Types of Record Linkages

It seems fairly safe to speculate that once human beings began to keep records there were efforts to link
them together. Until well into this century, though, such work was done manually and often only with great
difficulty and expense; however, there now exist four broad types of automated record linkage (see Figure 2) --
each of which will be described below by means of an example.

Figure 2. -- Examples of Linkage Types and System Structures

Type of Record Linkage
Record System Structure

Intended for Linkage Incidental to Linkage

Deterministic Social Security and Medi-
care systems

National Death Index (NDI)

Probabilistic 1990 Census Post Enu-
meration Survey

NDI Links to the Current
Population Survey

In the United States, the first National experience with automated record linkage systems was the assign-
ment, beginning in 1935, of social security numbers (SSN's) to most wage workers. Initially this system was
based on a single punch card for each worker; these cards were updated using the SSN as an account identifier
and a cumulative total kept of taxable wages received under covered employment. Record linkages at the Social
Security Administration were computerized in the 1950's and SSN's are issued now to virtually all Americans.

From its inception, the intended use of the social security number was to carry out record linkage. Efforts,
not always successful, were made so that SSN's, when assigned, would be unique and each person would have
just one [2].  Further, the wage reporting system was designed so that updates by SSN would be conducted in a
manner relatively free of error. Put another way, the social security system was designed or intended all along
for automated record linkage and a straightforward, so-called deterministic linkage rule of exact matching on
SSN's was to be the basic approach.

Birth and death registration in the U.S. offers a useful contrast to social security. These vital registers,
which became complete only in the 1930’s, were not intended for automated linkage operations [3].  Identify-
ing items, like names, are on these records, of course, and could be used as matching keys but would not al-
ways be unique alone -- common surnames like Smith or Johnson or Williams being notable cases where link-
age problems might be particularly severe. Automated linkages to U.S. death records did not begin nationally
until the inception in the 1970’s of the National Death Index or NDI.  The NDI in its original operations relied

on  multiple exact  matches as a way to locate potential linkages; [4]  hence, as shown in Figure 2, the NDI
may serve as an example of a deterministic automated linkage approach that was added on to a system not
initially designed for such a use.
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Deterministic match rules are easy to automate but do not adequately reflect the uncertainty that may exist
for some potential links. They can also require costly manual intervention when errors occur in the matching
keys. More complicated methods were needed that weighed the linkage information, allowing for errors and
incompleteness, and minimizing the clerical intervention required to select the best link from all those possible.
Such techniques are called probabilistic. The main theoretical underpinnings for probabilistic matching meth-
ods were firmly established by the late nineteen sixties with the papers of Tepping [5] and, especially, Fellegi
and Sunter [6]. Sound practice dates back even earlier, at least to the nineteen fifties and the work of New-
combe and his collaborators [7].

The Fellegi-Sunter approach is basically a direct extension of the classical theory of hypothesis testing to
the problem of record linkage.  A mathematical model is developed for recognizing records in two files which
represent identical units (said to be matched).  As part of the process there is a comparison between all possible
pairs of records (one from each file) and a decision made as to whether or not the members of the comparison-
pair represent the same units, or whether there is insufficient evidence to justify either of these decisions.  The
three outcomes from this process can be referred to as a “link,”  “ nonlink,” or  “potential link.” 

In point of fact, Fellegi and Sunter contributed the underlying theory to the methods already being used by
Newcombe and showed how to develop and optimally employ probability weights to the results of the compari-
sons made.  They also dealt with the implications of restricting the comparison pairs to be looked at, that is of
“blocking” the files, something that generally has had to be done when linking files that are at all large.

Many of the major public health research advances made in recent decades have benefitted at least in part
from probabilistic linkage techniques. Included are such well known epidemiological findings as the effects of
smoking, risks from radiation exposure, asbestos and many other carcinogens arising in the workplace,  through
diet or other exposures -- increasingly in populations with genetic predispositions [8].  These benefits have to be
considered when exploring record linkage impacts on privacy and other rights. We will return to this point at the
end of this paper where trade-offs are explicitly considered.

Most of these automated linkages, like Newcombe’s studies of radiation exposure at Chalk River (and
elsewhere), were not envisioned when the records were originally created. Some probabilistic linkage systems
were intended, however -- notably for “post enumeration” surveys (PES’s), carried out to evaluate U.S. de-
cennial census coverage. For example, the PES for 1990 was particularly well designed for carrying out prob-
abilistic linkages [9]. Another good example of a continuing probabilistic linkage that has been a real success for
statistical purposes is the bringing together of the NDI and Current Population Survey [10]. This linkage,
though, was not planned into the design of either of the data sets being employed.

2.2  Nature of Linkage Errors and Identifying  Information

All linkage operations are subject to two main types of errors: matching records together that belong to dif-
ferent entities (false matches) and failing to put records together that belong to the same entity (false non-
matches). These errors can have different human rights implications, depending on what the linkages are used
for (see Figure 3).

Figure 3. -- Linkage Error Implications on Human Rights

Types of Linkage Error Linkages Used for --
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       Data about     Information about
False Matches     that individual a class of individuals

False Nonmatches Potentially very serious May be less serious

If  the linkage is to assemble data about an individual so an administrative or diagnostic determination can
be made about that individual, then the consequences of any error could be grave indeed. Potentially, a differ-
ent (lower) standard of accuracy could be tolerated, provided a suitable adjustment is made when analyzing the
results of linkage operations whose purpose is to obtain information about a group [11].  More will
be said about these issues in later sections, particularly how this distinction affords an opportunity to both pre-
serve individual privacy rights -- through group matches, say -- but still attain societal information needs.

If an efficient (low cost, essentially error free) health care linkage system is a goal, then consideration
needs to be given to the establishment of a health identification "number." In ideal circumstances, personal
identifying information on a medical record should satisfy the following requirements [12].

n The identifying information should be permanent; that is, it should exist at the birth of a person to
whom it relates or be allocated to him/her at birth, and it should remain unchanged throughout life.

 
n The identifying information should be universal; that is, similar information should exist for every

member of the population.
 
n The identifying information should be reasonable; that is, the person to whom it relates and others,

should have no objection to its disclosure for medical purposes.
 
n The identifying information should be economical; that is, it should not consist of more alphabetic,

digits and other characters than necessary.
 
n The identifying information should be simple; that is, it should be capable of being handled easily by a

clerk and computers.
 
n The identifying information should be available.
 
n The identifying information should be known; that is, either the person to whom it relates or an in-

formant acting on his/her behalf should be able to provide it on demand.
 
n The identifying information should be accurate; that is, it should not contain errors that could result in

its discrepancy on two records relating to the same person.

 
n The identifying information should be unique; that is, each member of the population should be iden-

tified differently.

The social security number, incidentally, fails several of these tests. Only now is it beginning to be issued
at birth; also it is far from being accurately reported. In practice, too, because of incentives created by the
SSN's use in the tax system, the number is  not always unique.  Some people use more than one SSN, even in
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the same year, and more often over longer periods of time. Multiple uses of the same SSN by different people
have been common , as well.

Concerns about the risks to health records from unauthorized disclosures are greater with an identifier like
the SSN which is widely available on many large private data bases, like credit files, and of course many non-
health related Federal, state and other government files [13].  In the Office of Technology Assessment's 1993
report [14] on privacy  the following recommendation is made with regard to the SSN.

The use of the social security number as a unique patient identifier has far-reaching rami-
fications for individual health care information privacy that should be carefully considered
before it is used for that purpose.

Elsewhere  [15] the stronger recommendation has been made not to use the SSN as a health identifier.  Its
use could lead to matching errors and might greatly increase the potential for unregulated linkages between
health and nonhealth data sets.

2.3  Some Proposed Health Record Linkage Systems

The proposed Health Security Act [16] calls for the establishment of a National Health Board to oversee
the creation of an electronic data network. The types of information collected would include: enrollment and
disenrollment in health plans; clinical encounters and other items and services from health care providers; ad-
ministrative and financial transactions and activities of participating states, regional alliances, corporate alliances,
health plans, health care providers, employers, and individuals; number and demographic characteristics of eli-
gible individuals residing in each alliance area; payment of benefits; utilization management; quality manage-
ment; grievances, and fraud or misrepresentation in claims or benefits [17].

The Health Security Act specifies, among other things, the use of  uniform paper forms containing stan-
dard data elements, definitions, and instructions for completion;  requirements for use of uniform health data
sets with common definitions to standardize the collection and transmission of data in electronic form;  uniform
presentation requirements for data in electronic form; and  electronic data interchange requirements for the ex-
change of data among automated health information systems.

A prototype health care record linkage system may be worth considering as well since it spells out an initial
schematic of a person-level health or patient record.  Data could come from an array of health care settings,
linked together using a "linkage processor."  This processor would determine the linkage and also assign the
unique patient identifier in the actual patient record. Record types would differ by the type of provider from
which they are derived. The functions of the record linkage software program are outlined in Figure 4. It is an-
ticipated that the patient identifying information would be housed in a person's primary care unit. The linkage
processor stores the patient identifying data and generates the unique identifier. It processes records from other
providers and links the record as shown.  Some initial data categories and identifying information are outlined in
Figure 5 [18].

Figure 4. -- Patient Record Prototype
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Figure 5. -- Record Linkage Architecture

2.4  Additional System Concern
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In all data capture systems, of course, it is important to  explicitly  build-in the means to address privacy
rights, the degree to which confidentiality promises are required (and kept), and the means used to make indi-
vidual data physically secure. While such concerns are general, record linkage systems have some unique as-
pects that may bear discussion -- particularly the systems described in Section 2.3 above. Figure 6  summarizes
these,  emphasizing  the additional complexity introduced by the linkage environment and the degree to which
linkage systems are or should be "auditable."  By "auditable" is meant that, at a minimum, each access to identi-
fiable data is controlled and a log kept of the individuals who obtained the data and of all transactions that oc-
curred (in other words, an audit trail is kept so that outside monitoring is possible).

Figure 6. -- Some Overall Record Linkage System Concerns

Linkage Issues Complexity Auditability

Privacy Extremely high, may be   May be very difficult to
    beyond our current establish, maintain, or use

Confidentiality understanding, without     in monitoring access
training and experience

Security

Tore Dalenius has provided a good review of privacy, confidentiality, and security goals in statistical set-
tings [19].  His work may afford a point of departure for the discussion here. In common speech, the words:
privacy, confidentiality and security partially overlap in usage and often have meanings that depend greatly on
context. Each can also have an emotional content which makes precise definitions difficult, even contentious.
For example, Dalenius quotes Westin (1967) as saying about privacy:

Few values so fundamental to society as privacy have been left so undefined
in social  theory or have been the subject of such vague and confused writing
by social scientists.

A good start on giving meaning to the word "privacy," or "information privacy" (our context here), might
be the definition first articulated by Justice Brandeis as the "right to be let alone...the most comprehensive of
rights and the right most valued by civilized man" [20].   Attempts to update this definition have been many and
will undoubtedly continue. All afford the individual or data subject some, sometimes sole, rights over what
matters they want to keep private and what matters they are willing -- or want -- to reveal.

Record linkage settings pose a particular challenge to an individual's ability to exercise his or her privacy
rights. The sheer complexity of the setting makes it hard to clarify for the subject what the potential benefit or
harm may be to permitting access. Consider the linkage of just two files, say, of "n" and "m" variables respec-
tively. Cognitively for the individual involved the linkage decision may seem like one of no particular moment.
The combined file will consist of data already given out earlier -- a single file of "n + m"  -- rather than two
separate files.  But a deeper look -- at relationships, for example, between variables -- shows that a combinato-
rial explosion of facts about an individual has taken place -- from, say,  2n + 2m to 2n+m . (Incidentally, to illus-
trate what this means, assume just that n=m=11; then the combined file has over 1000 times more information
about the relationships between variables than the two files separately.)

Ready examples come to mind where individuals present themselves in one way (to get Medicaid or Medi-
care, say) but in another setting (perhaps a job interview) give a different, even a contradictory set of "facts."
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When records from these two encounters are linked, obviously the implications may be many, since these dif-
ferences would be revealed [21].

Obtaining data at different points in time and for different primary purposes is a difficulty that is peculiar
to linkage settings. The privacy  decision an individual may wish to make could, therefore, change over time
and might depend on the particular data items as well as the purposes for which a release from their privacy
rights is being sought. Singer et al., [22] for example, advocate that –

Patients sign an informed consent or a notification statement at regular
intervals, not simply the first time a patient visits the provider's office.

They then go on to recommend that the consent or notification statement spell out to whom the informa-
tion about the patient may be disseminated, for what purposes, and what the patient's rights are with respect to
this information. Such an approach, especially as it relates to secondary uses of data and the time period for
which the informed consent is valid seems clearly required in a linkage setting where patient specific informa-
tion may accumulate over time and from many sources (not just one provider). It may be necessary for a
regulatory body to develop regulations standardizing the contents of informed consent and disclosure policies.
These regulations could definitely state what constitutes an "informed consent" and legitimate non-consented
disclosure. Even then, only experience will tell whether true informed consent will be possible for most indi-
viduals.

Indeed, without wishing to jump to conclusions, it may be reasonable to conjecture that, for some kinds of
data linkage at least and certain individuals, our technological abilities to electronically merge data sets may have
outstripped our sense of what a data subject would have to "consent to in an informed way" for the systems to
be built on an entirely voluntary basis. If this is so, then simply creating the health linkage system envisioned
might in and of itself take away the privacy rights of some people.

The problem of complexity in record linkage systems may warrant the attention being given to complexity
in general systems[23].  Linear thinking alone may, in any case, be insufficient to address what will happen not
only to the individual's ability to manage his or her own data but to the system's integrity overall. What confi-
dentiality promises can be made and kept in such a world? How can one even speculate realistically about the
risks to data corruption or unauthorized disclosure? Recent experiences elsewhere [24] do not encourage belief
that reasonable ways exist of being clear about even what the threats are. 

Among the crucial "fail safes" is to provide an audit trail for every query against a record and any retention
of a data subset. Such systems already exist for some real time settings, although not necessarily in a way that
would allow a simple scale-up. A crucial step is the maintenance of these systems so they operate properly
[25]. While beyond the scope of this paper, it might be noted that the expense of this maintenance step and a
mechanism to "monitor the monitoring" needs a lot of attention, too. Arguments in favor of doing record link-
ages for efficiency reasons have not fully weighed these costs. In Brannigan and Beier [26] still other sound
system architecture issues and recommendations are made that would be needed to implement essential confi-
dentiality and security procedures, especially if large scale record linkages are to be employed.

3.  Administrative Data Linkages Within the Health System

By an administrative data linkage we mean a linkage of data about an entity done with the intention of
taking some direct action regarding that entity. In a health setting the most obvious example would be to assem-
ble (link) data about a patient from multiple sources in order to improve the diagnosis or treatment of that indi-
vidual.  We will start with this case (subsection 3.1) and then go on to discuss administrative health linkages
more generally (subsection 3.2).
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3.1  Linkages for Direct Patient Care

Figure 7 lays out some of the dimensions in administrative record linkages aimed at improving the health
of a patient. The Figure has five rows and two columns. Each row covers a broad area dealing with, respec-
tively, overall issues, technical (and administrative) aspects, legal matters, the perception of the public and of
experts. The primary focus of the Figure is to directly address under what conditions linkages should be per-
mitted (Column 1) and areas for future study (Column 2). Since the goal of this paper is to just be a "starter
set," only illustrative suggestions have been made in the cells, both here and elsewhere.

Among the general conditions for linkage a signed notification statement seems needed [27].  In this con-
text, a "notification statement" might tell the patient who will have access, for what purposes and with what
oversight. Hoffman in a recent paper makes the observation that "too many people may already have insuffi-
ciently monitored access to hospital patient records. He seconds Mark Siegler's thesis that "medical confidenti-
ality, as it has been traditionally understood by patients and doctors, no longer exists."   Siegler, after a patient

Figure 7. -- Administrative Data Linkages Conducted for the Health of Patients

Broad
Areas

Possible Response

Under what conditions
(Column 1)

For future study
(Column 2)

Overall
Recommend-

ations

Just notification needed; if for use of patient and
patient caregivers only

Concerns about coercive aspects of government "mo-
nopoly" in health care

Technical
Aspects

Encryption to prevent unauthorized access and
reduce risks of reidentification

Concerns about how to monitor operation

Legal
Questions

For federal records, subject to the Privacy Act; use
seemingly fully permitted now.

Electronic data linkages across governmental jurisdic-
tions deserve more study; also roles of intermediaries
(e.g., Health Information Trustee -- HR 4077)

Public
Views

Direct evidence lacking but indirect evidence sug-
gests that health uses to aid patients would be seen
very positively. 

Concerns about public view of risks associated with
system need to be better understood.

Expert
Opinion

An obvious use, seemingly favored by all. Need to continue research on uniform reporting issues
so as to obtain promised benefits of electronic link-
ages without an undue burden.

expressed concern about the confidentiality of his hospital record, scanned his medical chart and enumerated
"at least 25 and possibly as many as 100 health professionals and administrative personnel...[who] had access
to the patient's record," all with legitimate reasons to examine the chart [28].

Secure physical access is essential and any linkage stipulated as done for diagnosis and treatment of a pa-
tient should be available only for the use of the patient and his or her caregivers. Concerns exist about the pa-
tient data requested for such encounters and whether the demands and burdens on the patient are reasonable.
The collection of uniform patient data has clear advantages; the specific data required, though, will need exter-
nal review, possibly by a regulatory body -- similar to that discussed earlier on consent standards.After all there
are privacy rights given up by patients to their caregivers and these should be limited to an essential minimum.
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Patient and primary caregiver controlled access might involve encryption techniques or other measures de-
signed to prevent or at least reduce the risks of unauthorized (unmonitored) use.  Linkages might be time lim-
ited to reduce exposure further. As noted, Brannigen and Beier [29] have made numerous other important sug-
gestions.  System administrative issues are extensive and concerns about monitoring operations deserve contin-
ued study.

Fair information practices must be adhered to -- as required, say, in the Privacy Act and reinforced by
pending legislation [30]. Continuing study of state and local restrictions [31] should be pursued to find good
working models and to anticipate areas where weaknesses may arise in the National System, if litigation occurs.
The Privacy Journal has regularly compiled state and Federal privacy laws and is a useful resource here [32].

Direct evidence of public reaction is lacking on linkages used solely to aid the patient.  Such use is pre-
sumed to be very positively received.  There is a large segment, though, of the public [33] that are concerned
about any electronic record linkage system of the scope envisioned, mainly because of their general mistrust of
government and other large institutions.  These individuals or some of them, at least, might not think the bene-
fits to be derived warrant the risks they perceive for abuse inherent in such a large-scale record linkage effort.

Virtually all "experts" take the position that notification of the use envisioned here is enough. One excep-
tion is Goldman [34] which states:

Personally-identifiable health records must be in the control of  the individual. Personal
information should only be disclosed with the knowing, meaningful consent of the individual.

The distinction between consent and notification may not be as important here as elsewhere. With notification
there is always a "quid pro quo" --  give this data about yourself if you want to participate.  In this setting pa-
tients are often asked to give what amounts to "coerced" consent; therefore, the distinction may be in name
only. Logically, however,  it seems inconsistent to withhold information about yourself that could be used to aid
you. Unquestionably, though, a refusal to comply could mean denial of access to health care services.

3.2  Other Health Administrative Linkages
 

 Many other health linkages are possible besides those directly involved with patient care. These could
range --

 
n From linking treatments received by a patient to the costs of those treatments;
 
 
n To associating outcome measures (death or survival, say) to the types of medical procedures em-

ployed; and
 
n Even to linkages whose intent was to detect fraud or  malpractice.

Data about a hospital or other health facility might be sought by looking at all the records of the patients that
can be linked to that hospital. The number of possibilities, in fact, is very large --  too large to cover in any
depth here. Some observations may be helpful, nonetheless, to fix a few of the ideas  about what the privacy
rights dimensions are:

n First, in administrative linkages such as these, the patient may become just a data point in an endeavor
focussed elsewhere [35].  The dehumanizing aspect of this change of focus is inherently unsettling.
Provisions like those in Figure 7 seem insufficient when the person looking at the data is not the pri-
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mary caregiver but an administrator concerned about financial results, the efficiency of a medical
technique, etc. -- i.e., someone without any personal relationship to the patient.

 
n Second, to handle the changed circumstances, among other things a "need to know" principle [36] 

might be applied to limit the routine availability of detailed health and demographic data.  To illustrate:
If data about, say, a hospital's performance is needed only hospital-level patient aggregates might be
provided, rather than complete individually identifiable patient detail. 

Clearly much greater safeguards seem needed once there is no longer a personal bond between the  patient
and the individual using the data about that patient.  Arguably, establishing a convincing system that would war-
rant the patient and public trust required here may be exceedingly difficult.

An important issue that may deserve comment is the "final" disposition of a patient's health (and related fi-
nancial) records when the patient dies. Even for federal record systems, the Privacy Act no longer offers any
protection, for example. We are learning more and more about the genetic causes of some illnesses. Matching
records from deceased patients could put their descendants (or other relatives) at risk for possible differential
treatment.  If the view is taken, as quoted above in Goldman , that the patient "owns" his or her records then,
by inference, upon death the estate of the patient owns that patient's records and their disposition is a matter to
be settled by the heirs. In any event, inter or intra-generational record linkage needs careful consideration and
might be done, as a rule, only with the consent of all individuals so linked.

4.  Research Data Linkages Within the Health System

It can be argued that some research uses of data linkages within the Health System are administrative and
so are already covered by the discussion in Section 3, especially subsection 3.2. There can be a fine line be-
tween applied research (intending to serve a permissible administrative purpose) and basic research (involving
possibly an unanticipated analysis of variables originally obtained for another purpose).

Rather than try to draw the line, however, we will confine our attention to "basic research" since this in-
volves some potentially new issues.  In particular, our discussion will focus on researchers who are in some
sense outside the Health Care System -- i.e., individuals that do not already have access to the patient data.
Such a decision has consequences, of course. For example, important issues, like what research doctors do
when using data about their own patients, go undiscussed. On the other hand, there is already an extensive
body of practice on this topic and record linkage issues do not seem primary.

In any event, for the basic research setting we have confined attention too, figure 8 attempts to set out a
summary of the main issues.  As in Figure 7 earlier, included are some overall recommendations, legal and pro-
cedural questions are addressed, as well as  perceptions concerns (both by the public and among the experts).
These are further elaborated below.  

Notification of patients about basic research uses may be sufficient in some settings while a specific con-
sent may be needed in others. All basic research should be authorized by a review board mechanism of some
sort with an annual public report, perhaps, to an outside citizens body. Requirements for securing consent pose
difficult logistical and statistical problems that need extensive study.  Anonymous group matching offers a po-
tentially promising middle ground that could allow individual consent decisions to be honored, yet may not
greatly sacrifice approved scientific ends [37]. However, as Figure 8 states, an extensive development and
evaluation period is needed before this approach will prove its value.

Figure 8. -- Basic Research Data Linkages within the Health System
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Broad
Areas

Possible Response

Under what conditions
(Column 1)

For future study
(Column 2)

Overall
Recommend-
ations

Notification and even maybe consent re-
quired for individual linkages, plus research
review board authorization

Statistical properties of group linkages and
their use need extensive study when consent
not given.

Technical
Aspects

Elimination of all obvious (and not so obvi-
ous) identifiers. Access to data also limited
by reidentification risks and "need to know"

Research on use of synthetic data. Continu-
ous study of (ever) changing reidentification
risks.

Legal
Questions

Laws often unreasonably require no risk of
redisclosure.

Research on "proof of harm" issue.
Legislative and litigation research on con-
tract based research access.

Public
Views

Significant negative sentiment tied to dis-
trust of government and lack of a specific
clear purpose.

Study reactions to longterm (lifelong) record
linkage

Expert
Opinion

For the most part strongly favor broad basic
research uses requiring only notification.

Nonmedical uses of health system records
need more study.

The elimination of all identifying items about a patient would seem to be a necessary prerequisite for broad
access to the health system data base by outside researchers. The risks of potential reidentification [38] are an
ongoing concern, especially as nonhealth electronic systems grow in size and potentially have common variables
which overlap those in health data bases. Research access through contractual arrangements as proposed by
Herriot [39] has already begun in some settings (where it might be evaluated) and deserves study in others
(where is has yet to be applied). The development of wholly synthetic data sets [40] also warrants work

and may be potentially promising because of the public assurances that can be given which might satisfy even
those who greatly distrust government.

As noted earlier, there are a significant minority of individuals who oppose linkages and this group grows
larger when there is no clear and compelling purpose for such linkage, except an ill-defined one -- like "basic
research." [41] Lifelong patient linkage projects which are particularly attractive basic research tools may be
subject to potentially severe public reaction if done without continuing consent (as occurred in Sweden [42]).

In general, even the strongest human rights advocates make an exception for research uses of individual
data,  stating  [43] that "Information that is not personally-identifiable  may be provided for research and statis-
tical purposes."  Given the growing power of probabilistic matching, though, we may not be far from the day
when the only way to remove personally-identifiable information about some individuals is to remove all direct
data concerning such individuals from a research file. Additionally, there may be some concerns about the ap-
propriateness of nonmedical uses of health care records as, say, for the decennial census, [44] a point more
appropriately covered in the next section.

5.  Research Linkages between Health and Other Record Systems
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Our discussion of basic research issues within the health system (Section 4) forms a bridge to a discussion
of research data linkages between health and other record systems. Many parallels exist , as may be seen by
comparing Figure 8 with Figure 9 below. There are, however, some new elements too:

n First, deterministic matching algorithms should be possible within the health system, assuming some
form of health identifier is settled on. Generally, though, unless the SSN is used as the health identifier,
only probabilistic matching methods will be available between health and nonhealth record systems;
hence greater uncertainty about linkage quality will exist.

 
n Second, these nonhealth systems were clearly intended for nonhealth purposes; thus, their use in health

record linkage research, through the simple expedient of health legislation, say, seems problematic. In
fact, a strong case might be made for "consent only access" to at least some of them. Also any retroac-
tivity in this expanded use should not be taken lightly either.

 
n Third, there seems to be a wide range of record linkage options, spanning matches to vital records at

one end of the spectrum [45] (a traditional epidemiological tool) with tax records at the other [46]
(something seldom done). The views of experts and the public appear to move predictably along this
continuum from some acceptance to almost none [47].

 
n Fourth, even anonymous group matching methods need more study in this setting and not just their

statistical efficiency as noted in Figure 8 but their public acceptability. Black males seem particularly 
opposed to, at least, some linkages. Concerns like those in Fisher et al. [48] merit examination here too.

As already noted, at least some experts are concerned about proposals using health records to improve the
accuracy of the decennial census population count [49].  In fact, except in cases where explicit consent is ob-
tained, it may make sense to confine all matches of health records to nonhealth records solely to those research
purposes related to health. The control of any linkages between health and nonhealth records, say with Census
Bureau data, needs careful study too [50].  Most Federal statistical agencies, for example, currently lack audit-
able record linkage systems [51]. and would have to greatly increase internal controls to meet what should be
stringent electronic access (and audit) standards [52].

Figure 9. -- Research Data Linkages between Health and Other Record Systems

Broad
Areas

Possible Response

Under what conditions
(Column 1)

For future study
(Column 2)

Overall Generally consent should be required plus
research review board authorization

Same as Figure 8.

Technical
Aspects

Same as Figure 8. Same as Figure 8.

Legal
Questions

Conforming legislation needed to Tax
Code, Social Security Act, etc.

Research on "proof of harm" issue.
Legislative and litigation research on con-
tract-based research access.
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Public
Views

Significant minority would not consent to
individual linkages

Research on reactions to group linkages for
statistical purposes. Study parallel to HIV
testing.

Expert
Opinion

For the most part strongly favor health re-
search uses only requiring notification.

Nonmedical uses of any linkages need more
study.

6.  Nonresearch Linkages between Health and Other Record Systems

As may be apparent by now,  in this paper there has been a progression from linkage opportunities that
might be viewed by most individuals as beneficial, even to be encouraged, to linkages that are more problem-
atic. This section discusses linkages that, in the view of many,  may be dangerous and should generally be dis-
couraged.

Figure 10 sets out a summary of possible issues in nonresearch linkages between health and nonhealth
systems.  Some overall observations on this figure might be worth making too -- highlighting what is new or
controversial.

With the exception of a court order in a criminal case, all nonresearch linkages for nonhealth reasons
should be prohibited. Even health administrative linkages (say, to use IRS address information to locate a per-
son for health reasons) should be carefully limited (as is the case now). Areas for future study might include
research on notification issues and consent-based exceptions. After all, new health needs keyed to helping indi-
viduals may arise over time and hence notification statements might need to be changed or at least their under-
standing reviewed periodically.

Figure 10. -- Nonresearch Administrative Data Linkages between Health and
Nonhealth Record Systems

Broad
Areas

Possible Response

Under what conditions
(Column 1)

For future study
(Column 2)

Overall
Recommend-
ations

For nonhealth reasons only with a court or-
der. For health reasons only to directly aid
patients.

Continuing research on (changing?) under-
standing of all consent or notification state-
ments.

Technical
Aspects

Minimizing redisclosure risks, especially to
open or decentralized systems like vital
records.

Continuing research on record keeping prac-
tices in nonhealth record systems, govern-
ment and private.

Legal
Questions

Ban any use of a new health identifier in
nonhealth record systems.

Study conforming legislative needs.

Public and
Expert

In generally close agreement, with a major- Continuous routine monitoring.
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Opinion ity favoring restrictions on nonhealth uses.

Existing systems, especially vital records, have many variables in common with health care record sys-
tems. Vital records are also quite open and hence they pose a significant risk of redisclosure, especially in public
use (or other widely available) research files. If an independent health identifier is not used, then perhaps the
SSN, for example, should be removed, or access to it restricted on birth and death records.

A legal ban, of course as generally advocated, should be imposed on the use of any new health identifier
created, except in health systems.  Research on other obvious and not so obvious identifiers, e. g., geographic
details, should be ongoing to be sure that (legislated?) health record practices keep up with technology and the
changing nature of unauthorized disclosure risks.

Public and expert opinion appear to both strongly oppose nonhealth administrative use of health record
systems [53].  Additional public opinion research, though, seems needed on this point and others. For example,
what are the public's views on the risks to any new health system from the existing centralized federal record
systems (at IRS and SSA, for instance)? What about their views on the real danger of probabilistic matches to
private data bases or to open or decentralized government systems, like vital records?

7.  Summary Recommendations

Throughout this paper recommendations have been made that address aspects of privacy concerns in any
large scale record linkage activity involving the proposed new health system or between that system and others.
Figure 11 below provides a brief summary of these.

Figure 11. -- Selected Permissible Record Data Linkages by Purpose
and Under What Conditions

Type of Data Linkage Permissible and Under What Conditions

Administrative Data Linkages for the health of the
patient

Just notification needed; if for use of patient and
patient caregivers only

Other Administrative Data Linkages of Patient Rec-
ords within the health system.

Greater safeguards seem needed once there is no
longer a personal bond between patient and service
provider (caregiver)

Basic Research Data Linkages within the Health
System

Notification and even maybe consent required for
individual linkages; research review board authori-
zation.

Research Data Linkages between Health and Other
Record systems

Generally consent should be required plus research
review board authorization.

Nonresearch Administrative Data Linkages between For nonhealth reasons, only with a court order. For
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Health and Nonhealth Record Systems health reasons, only to directly aid patients.

The overall treatment of linkage opportunities in this paper has gone from situations that simply called for
a signed notification statement, preferably at regular intervals (Section 3), to suggested (Section 4) or required
(Section 5)  informed consent -- for linkage research in the health system or linked record research more gener-
ally . Finally (in Section 6),  there was a brief discussion of how to prevent matching for nonhealth administra-
tive purposes, except in rare instances. In all of these discussions, recommendations have been given along with
the views of others; also areas for future study have been highlighted.

Frankly, this paper advocates a "go slow," careful approach to any attempt at data linkages undertaken as
part of health care reform. It is unlikely that all the potential vulnerabilities of the new linkage system will be
learned by anything other than experience -- hopefully not too hard won. Prototyping  linkage experiments [54]
are key.  Patient consent and notification experiments will also be needed, as well as continuous study of public
and patient opinion. An evolutionary rather than revolutionary strategy seems to represent the kind of humility
and listening needed to avoid major blunders, especially in any advertent or inadvertent "takings" of privacy
rights.

Much of the motivation around health reform speaks to efficiencies that can be gained with standardization
of reporting and electronic data networking. These arguments seem to have merit; however, even if true, such
changes will require a great many people to learn to do things in new ways and potentially paper records may
need to continue to be employed for a long time (even if all new encounters are captured electronically).

Because the job is so big, it is important to begin now but incrementally.  If structured properly, an or-
derly transition could be conducted, leaving ample time for human rights impacts to be respected.

8.  An Afterword

An afterword may be worth making concerning the recommendations about "rights" in this paper; in par-
ticular, the rights to privacy and consent need to be set alongside the rights to universality and nondiscrimina-
tory treatment [55].

Record linkage can aid a society in achieving advances in the well being its citizens. This point may have
been lost in the detailed discussion of privacy and consent concerns. For example, the epidemiological literature
is full of health studies that use record linkage techniques to advance knowledge [56].

The benefit side of record linkage can be oversold, however.  A recent Science article may be worth
quoting in this regard [57].

Over the past 50 years, epidemiologists have succeeded in identifying the more con-
spicuous determinants of noninfectious diseases -- smoking, for instance, which can in-
crease the risk of developing lung cancer by as much as 3000%. Now they are left to search
for subtler links between diseases and environment causes or lifestyles. And that leads to the
Catch-22 of modern epidemiology. On the one hand, these subtle risks--say, the 30% in-
crease in the risk of breast cancer from alcohol consumption that some studies suggest --
may affect such a large segment of the population that they have potentially huge impacts on
public health. On the other, many epidemiologists concede that their studies are so plagued
with biases, uncertainties, and methodological weaknesses that they may be inherently inca-
pable of accurately discerning such weak associations. As Michael Thun, the director of
analytic epidemiology for the American Cancer Society, puts it, "With epidemiology you can
tell a little thing from a big thing. What's very hard to do is to tell a little thing from nothing
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at all." Agrees Ken Rothman, editor of the journal Epidemiology: "We're pushing the edge of
what can be done with epidemiology." With epidemiology stretched to its limits or beyond,
says Dimitios Trichopoulos, head of the epidemiology department at the Harvard School of
Public Health, studies will inevitably generate false positive and false negative results "with
disturbing frequency."

Where does all of this leave things? The claim that the present paper is just a "starter set" is believed
mainly to be true; but, in some places, even that may exceed current knowledge. What, in fact, many of the
recommendations call for is  simply more empirical work and hard thinking. Particularly crucial are two of
these:

n Establishing ongoing programs of experimentation (e.g., on consent and notification statements), plus
public opinion research on privacy issues, both in general and with a particular focus on record linkage
[58].

 
n Instituting statistical work on group matching or other techniques that would lessen the tradeoff be-

tween the competing values of furthering scientific research and safeguarding personal privacy [59].
 
In the end, of course, the recommendations made here are simply the author's weighing of the evidence

from the perspective of nearly 25 years of experience working on record link
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